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1 Ha3HayeHHe CHCTEMbI
AnnapaTtHo-nporpammHbin Komnnekc (AMK) «bacTMoH-2» npegHasHayeH ANA MHTErpaumm B eAuHyto
cuctemy 6e30NacHOCTU CNeAYIOWMX NOACUCTEM:

e BUAeOHabaoAEHUA /UK BUOEOPErncTpaLmm;

®  OXpaHHO-NoapHoW curHanusaumm (OMC);

®  CMCTeM OXpaHbl NEPUMETPa;

®  CMCTEM OXPaHHOTO OCBELLEHUS;

®  CMCTeM KOHTpOAA U ynpasneHus goctynom (CKYL).

AMNK «bacTMoH-2» no3soaseT co34aBaTb eOgnHYy cucrtemy 6e30nacHOCTM 06bEeKTa C BO3MOMKHOCTbIO
O6'beﬂ,VIHeHHOFO MOHUTOPWHra, ynpasaeHna nogcnucremamm n nx aBTOMATMYECKOM B3aMMOCBA3bIO.

AMK «BactMoH-2» o06nagaeT pacnpeseneHHOM apXUTEKTYPOM, YTO NO3BOAAET WCMO/b30BaTb €ro
0AMHaKoBO 3dPeKTMBHO Ha OOBEKTAX pasHOro Macwrtaba: oT HebonbWwWx OPUCOB [0 KPYMHbIX
npeanpuaTUin ¢ pasBUTON GUANANIBHON CETbIO.

AMK «bBactmoH-2» nosBonseTr o0b6beauHATb CcUCTeMbl 6E30MacHOCTM TepPPUTOPMATbHO YAANEHHbIX
06beKTOB, obecneunBas UEHTPAIN30BAHHbIN  MOHWUTOPUHT COObLITUIA, ynpaBneHWe npubopamu,
yAaneHHoe BMaeoHabnlofeHWe, a TaKKe CUHXPOHM3ALUMI0 AaHHbIX 06 3N1EeKTPOHHbIX NPOMNYCKax mMeXay
obbekTamu (dunmnanamm) ogHoro NPeAnNpPUATUA U ynpasaeHne ANYHbIMU AaHHbIMU COTPYAHMKOB.

ANK «BacTMOH-2» MOXeT bbiTb MCMONb30BaH KaK 4acTb CUCTEMbI YNpaBAEHMA NPeanpuaTUEM, eCiu
WHTErpMpoBaTb ero B MHGOPMALMOHHYIO cpedy KOMMaHWuM. Ucnosnb3yemble TEXHOAOrMW Mo3BOAAIOT
obecneunTb MHTETPaALMIO C KaAPOBbIMU U BYXranTepCcKMMmM CUCTEMaMM, UCNONb30BaTb AaHHbIE CUCTEMDI
B CUTYaLMOHHbIX LLEHTPAX U APYTUX CTOPOHHUX CUCTEMAX YNpPaBAEHUS.

Heckonbko TepputopuanbHo pacnpeneneHHbix 0b6bekToB ¢ AMNK «bacTMOH-2» MOXKHO 06beAnHUTD,
Ncnonb3ysa cuctembl «bacTMoH-2-Pennankauma» n «bactnon-2-MUH». Mpu aTom Kaxkaplh 06bekT byaet
paboTaTb co cBoel 6a3oi aaHHbIX AMK «bacTMOH-2».

2 OnMcaHue CUCTEeMbI

MporpammHoe obecneueHne (MO) annapaTHo-nporpammHoro Komnnekca (AMK) «BactyoH-2»
npeacTtasnset coboin Habop NPoOrpamMMHbIX MOAY€el, KOTOPble CTAHOBATCA aKTUBHbBIMWU NPU HAIMYUK Ha
cepBepe CUCTEMbI HEOBXOAMMbIX INLLEH3UIA.

Bce nporpammHble MoAy AN AeNATcA Ha YeTbipe rpynnbl (cm. Puc. 1):

e (Cepsep cucTEMBI;

o  Mogaynu unterpaumm o60pyaoBaHMUA U CTOPOHHUX MPOrPAaMMHbBIX CUCTEM;
e Mogaynm aBToMaTM3MPOBaHHbIX paboumnx mecT (APM);

e BcnomoraTesibHble NPOrpamMmmHble MOLYN.

Cepsep cuctembl obecneymBaeT BbiNnosHeHWe 6a30BbiX GYHKLUUIA — MPOBEPKY NULLEH3UIN, peanmsaumio
cCUueHapueB U peaKkuuii Ha cobbiTMA, B3aumoaencTsmMe mogynenl u noacuctem, obcayxusaHue 6asbl
AaHHbIX. TakoW cepBep B cOCTaBe CUCTEMbI BCeraa To/bKo 0AMH. YacTo ero pasmeluarot Ha Tom xe [K,



a bacTtnoH-2. Obuee onncaHmne cuctemblbactmoH-2. ObLLee onMcaHne cucTeMbI

4

yTo U cepsep 6asbl AaHHbIX. [1a 3anycka cepBepa cucTembl TpebyeTca AuueH3nsa «bacTnoH-2 — Cepeep

CUCTEMDbI».
«bacTnon-2 - APM onepatopa» - AFNE N\ = S APTRET
«bactnou-2 - APM Otyer Mpo» B ° 10po npony «bacTuoH-2 - po» i
«BacTuoH-2 - AypuT» ( «BacTnoH-2 - Macnopr» J @Bacmouvz - APM Otyet npoJ ( EbacTon2 SARM SnSparopas
HavanbHuk cnyx6b! Tabenbuwyku, Oneparophb!
HesonacHocTy, PykoBoautenu AMK «BacTuoH-2»

AnmuHucTpatop nogpaszaeneHui

Cepaep 6a3bl
HaHHbIX

Firewall

CepBep cUCTEMbI
(ceTeBoif Kntoy)

WEB cepsep

i ol il

«BacTuon-2» - cepeep . «bactuon-2 - Web-3anBka»
( cHCTOMBL j [«Sacmou 2 pennukaunn») «BacTroK-2 - MLiH» Mopynu unterpauum 1.N

«bacTuon-2 - UKC»

N
Obbexmsi 2.N Cepaepb 6aabl <_|

Cepeep DaHHbIX ¥

|

BHewHue cucmemsi

Karanor nonb3osarenei LDAP

Ceteble APM
”
| 1S e g

Bnokxoct-AC3I1

Kapposas cuctema
OpraHu3aunu

CUTYaUMOHHBIA
LeHTp

OchopmneHue 3aABOK Ha
nponycka yepes WEB

SCADA cnc'rema

ANK «MHpycTpuanbHoe nuTtaHue»

MOHVITOpVIHI’OBaﬂ cucrema
ceTeBoro o6opyaoBanus (SNMP)

Puc. 1. Cmpykmypa AlK «bacmuoH-2»

Moaynu nHterpauumn obecneunsatoT B3ammogeiictene AlMK «bactMoH-2» ¢ npubopamu cuctem
6e30MacHOCTM, NPOrpaMmMHbIM obecrneveHreM LUGPOBBLIX CUCTEM HAbBAOAEHWUA U APYTUMU BHELUHUMMU
cucTeMamu.

Moaynn APM obecneumnBaloT B3auMmoaencTane cuctemol M onepatopa. B AMK «BacTMoH-2» npumeHaeTcs
yeTblipe TMNa APM: APM onepaTtopa, APM 6topo nponyckos, APM ¢bopmnpoBaHMA OTHETOB MO COBLITUAM
n APM yueTa pabouyero BpemMeHu.

BcnomorartenbHble NporpamMmmHbie MOAYAN Peasn3yoT AO0MOAHUTENIbHble BO3MOXHOCTU U CEPBUCHI —
Oﬁ'bGAVIHEHVIe HECKOJIbKUX TeppuTopuasbHO-pacnpeaeneHHbiIXx CUCTtem, yaaneHHoe d)OpMVIpOBaHMe
3aABOK Ha nNponycka, MHTerpaumnto BHEWHUX CUCTEM YNpaBaAEHNA U T.A.

KomnbloTep B cOCTaBe CMCTEMbI MOTYT BbINOJHATb POJIN:
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e Cepsepa 6a3bl AaHHbIX;

e CepBepa cuCTEMDI;

e CepBepa obopynoBaHus;

e ABTOMaTM3MpPOBAHHOro pabouyero mecta (APM).

MHd)OpMaLI,Mﬂ O AOCTYNMHbIX MPOrpaMmMHbIX MOAYNAX 3aMNNCbIBAETCA B ceTeBOI Katou 3aWunThbl, KOTOprVI
YCTaHaB/IMBAETCA HAa KOMMNbKOTEPE, BbINO/IHAKOLWEM POJIb CEPBEPA CUCTEMDI.

CepBep 6a3bl AaHHbIX — 3TO KOMMbIOTEP, Ha KOTOPOM YCTaHOB/eHa W CKoHdurypuposaHa CYB[,
Heobxoanmasa ana pabotol AMK «bacTnoH-2». CepBep H6a3bl AaHHbIX YCTAHABAMBAETCA OAMH HA CUCTEMY.
B guctpmbyTne AMK Bceraa sxoaut 6ecnnaTtHas Bepcua CYB/.

MpumeyaHue: [ns 3anycka cepsepa 6a3bl OaHHbIX AuyeH3us AlNK «bacmuoH-2» He mpebyemcs.

CepBep 060pyAOBaHMA — 3TO KOMMbIOTEP, HA KOTOPOM PasMELLAloTCs  MOAYAM  WHTerpauuu
060pya0BaHMA U BHELWHUX NPOrpPammMHbIX cuctem. K cepsepy 060pyaoBaHUA GU3MYECKN NOAKIOHAOTCA
npubopbl cuctembl 6esonacHocTn (B caydyae Mcnosib3oBaHUA UHTepdeicoB RS-232, RS-485). 3aech ke
YCTaHaB/AMBAOTCA MPOrpamMmmMHble MOAYAN MHTErpupyemblx cuctem. Cepsep 060pyaoBaHUs paboTaeT Kak
cny*kb6a Windows 1 He o6n1aaaeT nosib3oBaTeNibCKUM MHTepdelicom. [11a ero 3anycka TpebyeTtca Haanune
B CETEBOM KJ/OYE JIMLEH3UIM Ha MCMNOJIb3yemble 3TUM CepBepoM moaynn wHterpaumun. Konundvectso
cepBepoB 060pPyA0BaAHUA B CUCTEME HE OTPaHUYEHO.

CepBep 0bopyaoBaHNS MOXKET O4HOBPEMEHHO 06C/Y»KMBaTb HECKOJIbKO Pas/inyHbix nogcucrtem: CKY/,
OncC, Bugeo. KonnuectBo MOAKNIOYEHHBIX MOACUCTEM W NPUOBOPOB OrpaHMUMBAETCA TOJIbKO
NPOU3BOANTENBHOCTBIO KOMMbBIOTEPA, YNCSIOM AOCTYMHbIX MOPTOB M HABOPOM YCTaHOBAEHHbIX INLEH3UA.

CeTeBble aBTOMAaTU3UPOBaHHble paboune mecta (APM) npeacTaBAAlOT cOBON KAMEHTCKYIO 4acTb
CUCTEMBI U UCMONb3YIOTCA Kak APM NocToB oxpaHbl, 610pO NpONycKoB, A5 COCTaBNAEHUA OTYETOB U T.A4.
|-|pl/I60pr K 3TUM KOMMNblOTEPam He NOAKMAKYaTCA U MOAYyNUN UHTerpauunm CoBmeCTHO C HUMU He
ncnonbaytoTca, MHopmaLma oT NPUBopPoB 1 cucTem noctynaeT K APM no fiokanbHoM ceTu.

[na 3anycka APM B ceTeBOM K/tOUE 3aLLUTBI AOKHbI HAXOAUTbCA COOTBETCTBYIOWME GYHKUMOHAIbHOMY
Ha3HayeHuIo paboyero mecTa AnueH3un APM (No oaHOW NMLEH3MM Ha Kaxapblid paboTatowmini B cucteme
APM). Ha ogHom MK MOXHO OAHOBpPEMEHHO 3anyckaTb Heckonbko TunoeB APM (Hanpumep, APM
onepatopa u APM YPB Mpo).

3 Yci0BuUsA npuMeHeHUus

3.1 Tpe6GoBaHUs K IPOrpaMMHOMY OGecieYeHHI0

MopaeprknBaemble onepaumnoHHble cuctembl: Windows 7 SP1, Windows 8.1, Windows 10, Windows
Server 2008 R2 SP1, Windows Server 2012 R2, Windows Server 2016 B 1t06bIX UCNOAHEHUAX C HAIMUNEM
nocneaHux obHoBneHWMN, Kpome Starter. MogpepkmBaetca pabota Ha 32-x M 64-x paspsHbIX
ONepaLMOHHbIX CUCTEMAX.

He nopaepusatorca Windows NT 4.0, Windows 95/98/Me, Windows 2000, Windows XP, Windows
Vista, Windows Server 2000, Windows Server 2003, Windows Server 2008.

Yactb moayneit nogaeprkmeaeT paboty B OC Linux. Ha TekyLwuii MOMEHT 3T0:
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e «bacTnoH-2 — Web-3anaBkay;
o «bacTnoH-2 — UKC».

[onycKaetrca paborta cepsepa B[l nop ynpasneHuem Linux. OgHako B 3Tom caydae mogynm AMK
«BbacTnoH-2», Ha noaaep*meatowme OC Linux, He moryT paboTaTb Ha cepsepe b/.

BHumaHue! He pekomeHOyemcs ucrnosns3osaHue cepsepHbix OC Windows Server 2008 R2, Windows
Server 2012, Windows Server 2012 R2, Windows Server 2016 0sa op2aHu3ayuu paboyux mecm c
s8UOeoHabndeHuem uau cucmemoli eeoda ¢pomoepaguli ¢ sudeokamep, a makice cucmemoli
pacno3HasaHua 0okymeHmos («bacmuoH-2 — [lacnopm»). KoppekmHaa paboma ¢yHKyul
8UOGeoHab00eHUA U paCco3HABAHUA 8 SMUX cUCmMemax He 2apaHmupyemcs!

BHumaHue! [lononHumersnbHble 02paHUYEHUA HA UCMO0Ab308aHUE ONMepayUOHHbIX cucmem moaym
BHOCUMb CMOPOHHUE KOMIMOHEHMbI, UCnonb3yemole 8 opatisepax AlK «bacmuoH-2». CeedeHus o
MaKUX o02paHuYyeHuax MoXHO Halimu 8 pykosodcmee Ha coomaemcmayroujuli dpalisep.

JononHutenbHble KOMNOHEHTbI, HEO6XOAMMbIe ana pa6OTbI KOmMMnaeKca:

e CYbBA Oracle 11g v Bbiwe (gns Bepcuit 2.1.1.x), inb0o PostgreSQL 10 u Bbiwe;

e Microsoft .Net Framework 4.7.2 v Bblwwe;

e DirectX 9.0 ona cuctem BMAeoHabaogeHUs;

e OpenGL;

e [Ipomokon TCP/IP — BXoAWT BO BCE UCMNO/Ib3yeMble ONePaLMOHHbIE CUCTEMDI;

e Adobe Reader — ycTaHaBAMBaAETCA OTAE/bHO C UHCTANNALUMOHHOIO AMCKa Komnaekca. KomnoHeHT
Heobxo4nMm ANA YTEHUN AOKYMEHTaALMUM.

3.2 Tpe6oBaHUs K KOHPUTypaAL MU KOMIILIOTEPOB

MUHMManbHasa M pekoMeHAyemas annapaTHas KOHOWrypauus KOMMbIOTEPOB KOMIMJIEKCA 3aBUCAT OT
MacwTaba CUCTEMbI, UCMONb3YEMbIX OMEPALMOHHBIX CUCTEM W TpebOoBaHWUIA CTOPOHHWX MNPOLYKTOB
(Hanpumep, pna pabounx MecT, rae npepnonaraetcas  pabota C  UMPPOBLBIMKM - CUCTEMAMMU
BUAEOHabN0AEHNA, MOTYT NoTpeboBaTbCA AONONHUTENbHbIE pecypcbl). Onpeaensowymn GakTopamm
npwv Bblbope 060pyn0BaHNA ANA cepBepPOB U pabounx MecT ABNAOTCA:

e Pasmep cucTeMbl KOHTPOAA AOCTYNA (YMCNO TOYEK NPOXoAa M NoJib30BaTesIel CUCTEMDI);

e lcnonb3oBaHue UMHPOBLIX CUCTEM BUAEOHAbNOAEHNS;

e lcnonb3oBaHue Ha paboyem mecTe goNONHUTENbHBLIX moaynen AMK «bacTmoH-2» (Hanpumep,
«bacTnoH-2 — NacnopTt», «bacTNOH-2 — PeninKauua»);

e  Yucno n cnoXKHOCTb rpadryeckmx NNaHoB.;

e 0O6uwee yncno paboumx MecT B CUCTEME.

Danee npmneeaeHbl peKkomeHayemble napameTpbl 4N1A HECKONIbKMX TUNOBbLIX C/y4aes.

1. Komnnekc co CKY/ cpeaHero maciutaba (300 — 5000 nonb3osatenei, 1-20 Touek npoxoaa)

Cepsep bf, cuctembl 1 | Windows 10 Professional, Oracle 11g Express Edition | PostgreSQL Standard
obopyaoBaHua 10, CPU 2 GHz 2 Cores, 4 Gb RAM, 1000 GB HDD

Knnentckne paboume | Windows 10 Professional, CPU 2 GHz 2 Cores, 2 Gb RAM, 500 GB HDD
mecTa
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2. Komnneke ¢ KpynHoit CKY/[, (5000-100000 nonb3oBatesnei, 21-1000 ToyeKk npoxoda) v Ludposol
cucTemom BuaeoHabaoaeHns

Cepsep B4 n | Windows 2016 Server, Oracle 12c Standard Edition 2 | PostgreSQL Standard
obopynoBaHun 10, CPU 3 GHz 4 Cores, 8 Gb RAM, 1000 GB HDD

Knnentckne paboume | Windows 10 Professional, CPU 2 GHz 2 Cores, 4 Gb RAM, 500 GB HDD
mecTa

Hanbonbliee BAMAHME Ha 0O6LIYIO MNPOU3BOAUTENBHOCTb CUCTEMbI (OCOBEHHO MpPU  BbLINOAHEHUK
ONUTENbHBIX onepauumii, Hanpumep, Npu 3anpoce OTYETOB) MMeeT NPOoU3BOAUTENbHOCTL cepBepa b/,
Pasmep B[ ypHania cOObITUIA MOMET AO0CTUraTb AECATKOB rmrabamt. 3To cneayer yy4uTbiBaTb Npu
yCTaHOBKe.

Buaeoagantep M MOHMTOP AO/IKHbI 0becrneumBaTb paspelleHMe He HuxKe, Yyem 1024*768, HiColor.
BuaeokapTa gomKHa nogaepxusaTb TexHonornm DirectX n OpenGL. Ha Bcex paboumx mectax Komnaekca
pekomeHAyeTCA UCNO0b30BaTb MOHUTOP C AMArOHa/bio 3KpaHa He meHee 17 AloMMoB. 1A KNAUEeHTCKUX
MeCT CUCTEM BUAEOHABNIOAEHUSA PEKOMEHAYETCAs MCNo/b30BaTb BUAEOKapTbl ¢ 1 6 n 6onee
onepaTUBHOM NamATun.

PekomeHAayeTcs MCMNoONb30BaTb WMCTOYHMKKM becnepeboiiHOro nuTaHuA, ocobeHHo Ha cepsepe bA.
HelwwTaTHOe BbiKNtoYeHMe cepBepa B MOXKeT NpMUBECTU K NOTEPE NOJIb30BATENbCKUX AAHHbIX.

3.3 Beioop CYB/

3.3.1 IMMogaepxuBaemblie CYB/]
ANK «BactnoH-2» Bepcuii 2.1.1.x n Huxke paboTaeT noa ynpasneHnem CYB/[, Oracle.

ATNK «BacTnoH-2» Bepcuii 2.1.2.x n Bbiwe paboTaeT noa ynpasneHmem CYB/[, PostgreSQL.

PekomeHaaumu no sbibopy pedakumin kaxaon CYB/ npuseaeHbl B pasaenax HUXe.

3.3.2 Bo160p pegaknuu CYB/] Oracle

ANK «BbactnoH-2» pabotaet c CYBA Oracle 11g nnu Oracle 12c. B KomnneKkT noctaBku Bxoaut Oracle 11g
Instant Client n Oracle 11g Express Edition (Cepsep CYB[ Oracle 11g Express Edition HaxoguTca Ha
YCTaHOBOYHOM ZIMCKE, HO MHCTa/LIMPYEeTCA BCEraa OTAE/IbHO).

JdonycKaeTcs pa3BépTbiBaHne B/l Ha cepsepax Oracle 11g u 12c Express Edition, Standard Edition One,
Standard Edition, Standard Edition 2, Enterprise Edition. Bo3moxHO ucnosnb3oBaHue 64-paspsaHbix
Bepcuii cepsepa Oracle, a Takke cepBepoB nog ynpasneHnem OC Linux.

Ona nobbix pegsakumii n Bepcuin CYB[, Oracle HeobxogMmo co3gaBaTb 6asy AaHHbIX B KOAMPOBKE
CL8MSWIN1251, AL16UTF16 nnbo AL32UTFS8, B npoTMBHOM cay4dae npu pabote AMK «BbacTnoH-2» moryT
BO3HWKATb KPUTUYECKME OLIMOKM, CBA3AHHbIE C OTCYTCTBMEM MOAAEPHKKU KUPUNINYECKMX CUMBOJIOB B
6a3e AaHHbIX.
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MoctaBnseman B KomnseKkte Bepcusi CYBM, Oracle 11g Express obnagaer cnegylowmmm KAo4eBbIMU

orpaHn4yeHnamm:

Ucnonb3oBaHMe TONbKO 1-ro Agpa NpoL.eccopa;
Ucnonb3oBaHue ToNbKo 1 Gb onepaTMBHOM NamATH;
Pasmep Bcex 6a3 AaHHbIX — He bosiee 11 Gb.

B cBA3M C 3TUM HACTOATE/IbHO PEKOMEHAYETCA NPU BbIMOJHEHMN XOTS Obl 0AHOTO U3 C/iIeAyHOLWMX YCN0BUI

ncnoab3oBaTh NaaTHble Bepcum CYB/ Oracle. Ycnosus:

HwnN e

7.

Ucnonb3oBaHue B Komnaekce 20-m u 6os1ee KOMMNbIOTEPOB;

Hannuue B B, 60nee 40 000 nponycKos;

Ucnonb3oBaHue 5 1 6onee APM «Bropo nponyckoBy;

Hanuuume 8 B, 1 000 1 60n1ee ycTPOMCTB C MUHTEHCMBHBIM NMOTOKOM COBbITUI (KOHTponepbl CKY/,
30HbI OC nepumeTpa, BUAEOKAaMEPbI C aKTUBHbIM JE€TEKTOPOM ABUNKEHUA);

Hannuue TpeboBaHuit K rnybuHe xpaHeHua apxusa — 6onee 9 000 000 cobbiTuit. 3T TpeboBaHMA
MOHO PaccYMTaTb OPUEHTUPOBOYHO, UCXOAA U3 NpeanosaraemMoil UHTEHCUBHOCTM COBbITUIA U
TpeboBaHMUI MO BpeMeHU XPaHEeHUA apxmBa cobbITUI;

Mpu ncnonb3osBaHMM moayna «bactmoH-2 — MUH», ecan ana Bcex noax/ao4aembix 06bEKTOB B
CymMMe BbINoAHAeTCA ycnosne 4 nan 5.

Mpn ncnonbzoBaHnmM moayna «bactmoH-2 — Ayant».

B 3TMX cnyyanx Ans Mcnosib3oBaHUA MOXKHO pekomeHaoBaTh Oracle Database Standard Edition 2 (Oracle

SE2). OcHOBHble 0COHEHHOCTM NPUMEHEHUS INLLEH3MOHHOW NoanTUKKM CYB[ Oracle ans ucnonb3oBaHusA

¢ AMK «bacTnoH-2» pacCMOTpPeHbI HUXKe:

3.3.3

Mpu BbIbOpe ana CYBA Oracle meTpuku nnueH3npoBaHUA Processor, Ha Kaxkablh npoueccop
cepBepa 6a3 AaHHbIX, cogepXamin o 16 NoTokoB UcnoaHeHus (8 aaep ans npoueccopos Intel
¢ hyper-threading), gonxHa npuobpertatbca ogHa npoueccopHaa nunueHsms. Ana Oracle SE2
MOMeET bbITb MPMMeEHEH cepBep 6a3 gaHHbIX He bonee Yem ¢ 2-MA NpoLeccopamu (coketTamm).
Mpu Bbibope ana CYBA Oracle meTpukun nuueHsuposaHma Named User Plus (NUP), nmueHsua
npuobpeTaeTcs Ha KaxKA0ro Tak Ha3biIBAEMOro UMEHOBAHHOIO NO/b30BaTeNA.

MMeHOBaHHbIV N0b30BaTe b — ML (Y4eN0BEK, N01b30BaTe/Nb), YNOJIHOMOYEHHOE UCMO/1b30BaThb
CYB/ Oracle, ycTaHOBNEHHYIO HAa O4HOM WM HECKOJIbKUX cepBepax, He 3aBMCMMO OT TOro,
MCNONb3yeT /N OHO MNPOrpPaMmy B [AaHHbIA MOMEHT BPEMEHM MAM HeT. ABTOMATUYECKOe
YCTPOMUCTBO (He Tpebytollee yyacTus 4YesioBeKa) NpuM BO3MOXKHOCTM goctyna K CYB[ Oracle
cumTaetca nonb3osatesnem (NUP) B pOononHeHWe KO BCeEM  /MLAM, YNOJHOMOYEHHbIM
ncnosb3zosaTtb CYB/[ Oracle.

Mpy  MCNONb30BAHUN  MYNbTUNIEKCUPYIOWMX annapaTHbIX WAM  NPOrPaMMHbIX CpeacTs
(Hanpumep, MOHUTOpPA TPaH3aKUMA UK Beb-cepBepa) 3TO YNCNO AOMKHO BbITb ONpeseNieHo Ha
BXOZE MY/IbTUMNIEKCOPaA. MHbIMM cloBamM, NpUMeHUTENbHO K AMK «BacTUOH-2», K UMEeHO8AHHbIM
M0a6308aMesIAM OTHOCATCS BCE COTPYAHMKM (nnua), paboTatowme ¢ AMK «bacTMoH-2», a TaKkKe
Bce cepBepbl AMK «BbacTnoH-2» (aBToMmaTnueckue ycTpolicTea). Bce APM AMK «BacTnoH-2» npwu
STOM OTHOCATCA K «MYNbTUMNEKCUPYIOWMM annapaTHbIM UAW NPOrpamMMHbIM CPeACTBAM» U He
NPUHUMAIOT y4YacTue B pacueTe, T.K. CYMTALOTCA N0/1b30BaATENM, paboTatoLmMe HA ITUX YCTPOMCTBAX.

Boi6op pegakuuu CYB/] PostgreSQL

AMNK «BbactnoH-2» Bepcum 2.1.2 1 Bbille NOAJEPXKMBAET pa3BépTbiBaHMe 6a3bl AaHHbIX Ha CYB[

PostgreSQL 10. HaunHana c Bepcum 2.1.8 nogaepxkusaetca PostgreSQL 11. MNoaaepknearoTca Kak 64-X, Tak

n 32-x paspagHole sepcun CYBA.
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PekomeHayeTcs Ucnonb3oBaTb paspagHocTb cepBepa CYB[, COOTBETCTBYIOWYIO pPa3spsaaHOCTU
onepauMoHHOMN CUCTEMBI.

B 60/1bLUMHCTBE C/ly4aeB AOCTATOYHO MCMNO/b30BaTh becniaTHyto Bepcuto PostgreSQL 11.

JononHutenbHo, AMNK «BactMoH-2» pabotaetr ¢ CYBM poccuitickoro npoussoactsa Postgres Pro,
ocHoBaHHoOW Ha PostgreSQL, Bepcun He Huxe 10. Moaaep:xkusaetcs paboTta ¢ ncnonHeHmamm Standard,
Enterprise n Certified. Bbibop mncnonHeHus onpegenserca noTpebHOCTAMKM Nonb3oBaTena B cdepe
3aWmTbl MHPOPMaLMK, MacWwTabupyeMocTn M OTKasoycTonumsoctn. CnegyeT yumtbiBatb, 4To CYB[
Postgres Pro Bcex WCNONHEHWI ABNAETCA JIMLUEH3MPYEMOW W NANATHOM ANA  KOMMEPYECKOro
NCNo/b30BaHuA.

Bepcua Postgres Pro Enterprise no3BosifieT pa3BopauyMBaTb K/AacTepPHble CUCTEMBI, COAEPKUT
AOMONHUTENbHbIE GYHKUMW NPOBEPKM LENOCTHOCTM 6a3 AaHHbIX UM Pe3epBHbIX KOMWK, umeeT
ONTUMM3NPOBaHHBbI GOPMAT XPaHEHMA AAHHbIX U COAEPKUT PAL APYTUX YCOBEPLIEHCTBOBAHUINA.

Bepcus Postgres Pro Certified nmeet ceptudumkat ®CTIK, yaoctosepsatowmii yto, yto CYB/ Postgres Pro
COOTBETCTBYET TpeboBaHUAM pyKoBoasaLWMX AokymeHToB PA CBT no 5 knaccy, P4 HOB no 4 ypoBHO 1
TexHuyecknx Ycnosui (TY).

[JeTanbHo pasnnuna mexkay sepcuamm CYB[, Postgres Pro MoXKHO NOCMOTPETb Ha cailTe Npou3BoanTens
(https://postgrespro.ru/).

Tak:ke, AlMK «bacTnoH-2» noaaepxunsaet paboty c CYB[, poccuinckoro npomssoacTea Jatoba (paspaboTka
000 «lasNHdopmCepBsuc»), ocHoBaHHOM Ha PostgreSQL 11.

3.4 Tpe60BaHMA K KOMIIbIOTEPHbIM CETSIM
[na ceteBoro obmeHa B AlNK «BbacTnoH-2» ncnonbsyetca npotokon TCP/IP (v4).

CUCTeMOo MOTYT yCTaHaB/IMBATLCA CETEBbLIE COEAMHEHUA MEXKAY CNeAyIOLWMMU MOLYAAMMU CUCTEMDI:

®  K/IMeHTCKMe paboumne mecta (APM) n cepBep cucTembl;

®  KJAMEeHTCKue paboume mecta n cepsep 6a3bl AaHHbIX;

e cepBepbl 060pyA0BAHUA N CEPBEP CUCTEMDI;

e cepBepbl 060pyA0BaHUA U cepBep 6asbl AaHHbIX;

®  K/JAMEHTCKMe paboume mecTa 1 cepBep IMLEH3MPOBAHUS;
e cepBepbl 060pYA0BaAHUA U CEPBEP SIULLEH3UPOBAHMS;

® cepBep CUCTEMbI U CepBep JIMLEH3MPOBAHUSA.

MpAmMble coeAnHEHUA MeXAY KANEHTCKUMU paboummmn mectamm He UCnonb3ytoTca. MHPOpMaLMOHHDIN
06MeH Mexay HUIMU NPOUCXOAUT Yepes CePBEPHbIE MOAYN.

Heobxoanmas MWHMMaNbHaA MNPOMNYCKHaA CNOCOBHOCTb CeTU 3aBUCMT OT MacwTaba cucTembl: OT
Ko/sMyecTBa CObbLITUIA B cucTemMe, OT pasmepa ¢oTorpaduii, KOAMYecTBa M pasmepa NAaHUMPOBOK,
KonnyectBa obopyaoBaHua B cucteme. Yem 6onblue nponyckHaa cnocobHocTb, Tem bbicTpee 6yayT
3arpy»katbca APM M1 npoune mMoaynn cuctembl. TaKke Ha Bpemsa 3arpy3ku CUMAbHO BAMAET Bpema
3aZlePrKKM Nepesayun NakeToB: KenaTesibHO YTobbl OHO He npeBbiwano 10mMc Ha 3anpoc + OTBeT.

Ons cuctem cpeaHmnx macwtabos (4o 200 ycrpolicts, 4o 5000 KapT gocTtyna, A0 10 cobbiTuil B CEKYHAY B
cucTeme) pekomeHayeTca:


https://postgrespro.ru/
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e ana Kaxaoro APM onepatopa n APM ¢opmMMpOBaHUA OTHETOB KaHa/ CBA3W C CEPBEPOM HE MeHee
1 Mbit/s;

e ans kaxgoro APM onepatopa ¢ ¢otomaeHTndmkaumein u APM Bropo nponyckoB — He MeHee
2 Mbit/s (pasmep dpoTorpaduit onxKeH bbiTb He bonee 640x480).

[ns nosblweHns KomdopTa paboTbl (bbicTpas 3arpy3ka APM, 6bicTpas paboTa uHTepdeinca APM), a Takke
Nnpu MCNoNb30BaHUN Ha Bosee KPYMnHbIX CUCTEMAX, PEKOMEHAYETCA MCMNO/b30BaTb CETb C MPOMYCKHOM
cnocobHocTblo He meHee 10 Mbit/s.

JonycTnmble noTepu NakeTos B ceTu: He bonee 1%.

Cuctema gonyckaeT obpbiBbl CBA3M MeXay pabouymmu ctaHumsmn n cepsepom b1, BocctaHoBneHue
CBA3N MPOU3BOAUTCS B aABTOMATMUYECKOM PEXMME CEepBEPHbIMM  MOAYNAMM, NOACUCTEMOM
NPOTOKOAMPOBaHMA U npunoxeHnem «APM Onepatopa». [punoxKeHua, akTMBHO ucnonb3yowue b/:
APM «btopo nponyckos», «[eHepaTop oT4yeToB [po», «YPB-IMpo» —aBTOMATUYECKM HE BOCCTaHABIMBAIOT
CBA3b Nnocsie o6pbIBa.

PerynapHble notepu cCBA3M MeXKAy Y3/1aMU CUCTEMbI ABASIOTCA HELTAaTHOM CUTyauuMel U roBopAT O
HeobXxo4MMOCTM ANArHOCTUKM KOMMbIOTEPHOMW CETH.

4 Hcnoab3zoBaHue AIIK «bacTtuoH-2» B MHPOPMALMOHHBIX CHUCTEMax
00pabOTKHU NEePCOHAIbHBIX JAHHBIX

4.1 HopMaTHMBHOe oOecrieyeHue

Mop opral-msau,ueﬁ obecneueHua 6esonacHocTu NepCoOHaANbHbIX AdHHbIX NPU UX 06p350TKe B
MHPOPMALMOHHbIX CMCTEMAX MEPCOHaNbHbIX AAHHbIX NOHMMaeTcA popmupoBaHue U peanusauus
COBOKYNHOCTHU COr/1aCcoBaHHbIX NO Uenun, sagavyam, mecty U BpeMmeHU OpraHn3aunoHHbIX U TEXHUYECKUX
MeponpUATUA, HanpaBAEHHbIX Ha MMHMMM3AUMIO yuiepba OT BO3MOXHOW peanusauum yrpos
6e30nacHOCTU NepCOHaNbHbIX AAHHbIX.

CornacHo ®egepanbHomy 3akoHy N2152-®3 «O nepcoHanbHbIX aHHbIX» BCE MHPOPMALMOHHbIE CUCTEMDI
NepcoHanbHbIX AaHHbIX (MCMAH) AoMKHbI ObITb NPUBEAEHbI B COOTBETCTBUE C TPEOOBAHUAMM 3aKOHA A0
1.01.2010 roga. OTBETCTBEHHOCTb 3@ MCnoJiHeHMe mep no obecneyeHuto 6esonacHoctn MNAH 3aKoOHOM
BO3/10)KEHa Ha oNepaTopoB NePCOHaNbHbIX AaHHbIX.

FocyAapCcTBEHHbIMM PEryNATOPamMM B YKa3aHHOM chepe ABAAIOTCA:

o OCTIK PO (TexHMuecKan 3awmTa),

e ®CB PO (kpunTorpadwus),

e PoccesAzbkoMHaazop PP (3awmTa npas cybbeKTOB NEPCOHANbHBIX AAHHbIX).
K HopmaTMBHOMY obecneyeHuto HEOoBXOAMMOCTM 3alMTbl NEPCOHANbHbIX AAHHbLIX MOXHO OTHECTU
cnegpyrowme JOKYMEHTbI:

1. ®depepanbHbii 3aKoH OT 27 utona 2006 r. Ne152-d3 "O nepcoHanbHbIX AaHHbIX".

2. MoctaHoBneHue Mpasutensctea PO o1 1 HoAbps 2012 r. N 1119 «0O6 yTBepxKaeHUN TpeboBaHU
K 3aWuTe MepCcoHanbHbIX AaHHbIX MNpu UX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
NepcoHanbHbIX AAHHbIXY.
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4.2 Pousb AIIK «bacTtuon-2» B UCIIAH

AMNK «BacTMOH-2» MOXET MWCMNo/b30BaTbCA KaK KOMMOHEHT KOMIM/JIEKCHOMW CUCTEMbI 3alLUUTbI
nepcoHanbHbIX AaHHbIXx ana UCMNOH. Ona obecneyeHMa COOTBETCTBMA BCEM CUCTEMbI, MOCTPOEHHOM Ha
AlK «bactnoH-2», TpeboBaHuam PeaepanbHoro 3akoHa Ne152-P3 «O nepcoHanbHbIX AaHHbIX», A0JIKHA
6bITb CO34,aHA COOTBETCTBYHOLLAA 3aLLMLLEHHAA cpeaa.

MapameTpbl 3TOM 3alWMWEHHON cpeabl AoMKeH onpegenvTb Onepatop MM, Ha ocHoBe TpeboBaHWi
HOPMaTUBHbIX JOKYMEHTOB, NEePeYNCAeHHbIX B N.4.1, a TaKKe COBCTBEHHbIX TPebOBaHWMIA.

Mpu knaccndmkaumm UC Ha ocHoBe AlK «BacTMoH-2» U onpeaeneHnm Heobxoaumbix mep 3awmTsl M4,
cnenyeT yuynUTbIBaTb CAeAyloLLIMe NapameTpbl KOHKPETHOM CUCTEMBbI:

e O6uwee uncno MNepcoH, AaHHbIE O KOTOPbLIX Npegnonaraetcs XxpaHutb B B AMNK «bacTnoH-2».

e Hanuuume T[lepcoH, He saABaalowMxca coTpygHukamm Onepatopa [, AaHHble O KOTOPbIX
npegnonaraerca xpaHutb B bl AMNK «bacTMoH-2».

e [lpumeHeHve B AlNK «BacTMOH-2» OUOMETPUYECKMX  AAHHbIX, WCMOAb3yEMbIX  ANA
naeHtTndmkaumm MepcoH.

e Twunbl aKTyanbHbIX yrpo3 ana MC, B cOOTBETCTBMM C NOocTaHOBAeHMem Nel1119.

AMK «bacTnoH-2» no3BonseT peanusoBaTb ciaeaylowme mepbl no 3awuTte M, nNpeaycMoTpeHHble
HOPMaTMBHbIMM aKTamu PO:

1. ABTOMAaTM3aLMA NOATOTOBKM MHPOPMMPOBAHHOIO cornacua Ha obpaboTky MA. OTcnerkmnBaHue
3aBepLUEeHMA CPOKOB AeNcTBUA MHOOPMUPOBAHHOIO COrnacus.

NaeHTUdMKaumMA, npoBepKa NogJAMHHOCTA U perncTpauma Bxoaa-sbixoaa cybbekToB 4oOCTyna B
ncC.

MexaHu3m po/sieBOro pasrpaHu4eHma goctyna.

HenpepbIBHbI MOHUTOPUHT U perucTpaumsa cobbiTni.

MOHUTOPUHT U perncTpauns onepaumn Hag, NAa.

Perncrtpauus sblgaum AOKYMEHTOB Ha TBEPAYHO KOMUIO.

N

ouesWw

Takum obpasom, a8 peanmsaumm noaHoueHHoM 3awmuTsl M Onepatop MM A0NKEH NPOBECTU KOMMIEKC
OONONHUTENbHBIX MeponpusaTuit. MNepedyeHb 3TUX MepPONpPUATUIA AOJKEH ObiTb onpeseneH camum
onepatopom N[, B cooTBeTCTBUM € TPpebOBaHUAMM 3aKOHOAaTenbcTBa. Camo no cebe ncnonb3osaHue AMNK
«BbacTMoH-2», 6e3 AONONHUTENIbHOTO KOMMIEKCA Mep He rapaHTupyeT cooteeTcTBue MC HOPMATUBHbIM
AoKymeHTam P® no obpaboTke MA.

ANK «bacTmoH-2» He nognexunT 0b6Aa3aTenbHoOM cepTuduKaumm B cucteme ceptnudmkaumm ®CTIK Poccun
Ne POCC RU.0001.016M00 B KauecTBe cpeacTBa 3awWwuTbl MHGOpMmaumn (ganee - C3N). Tem He meHee, B
ANK «BbacTnoH-2» wumeeTca GYHKUMOHAN, MO3BOMAIOWMIA  OCYLLECTBAATL  ayTeHTUdMKaumio w
naeHTMOMKaumMo Nonb3oBaTeneil annapaTHO-NPOrPaMMHOIO KOMMNJIEKca, pasrpaHUMYeHne Mx AocTyna.
Takum o06pasom, B ero CocTaBe WMEKTCA BCTPOEHHble cpeacTBa 3awuTtel uHPopmaumm ot
HeCaHKLMOHMPOBAHHOro AocCTyna.

[na paga cnyyaes, YCTAHOBJIEHHbIX 3aKOHOAATENbCTBOM Poccuiickoit Pepepaunn, a Takke B Clyyae
NPUHATUA pPeLleHUs BRagenbuem MHOOPMALMOHHOM CUCTEMDbI, MOXEeT noTpeboBaTbca NpoBepeHue
oueHku cooteTcTBUA AMNK «bacTMoH-2» TpeboBaHuAM K C3M. Takad OLEHKA MOXKeT NPOM3BOAUTLCA B
dopme ceptTUdUKaLMn, UCAbITAHUIA AN NPUEMKMU.
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5 B3auMocCBsA3M C APpYyrMMHU CHCTEMaMU

5.1 06beaunHeHue HeckoabKuX AIIK «bacTHoH-2»

Onsa obbegmMHEHNA HECKONbKMX 06BbeKTOB nog ynpasaeHnem AlMK «bacTMOH-2» NCNOAb3YIOTCA MOAYAU
«bacTnoH-2 — Penaukauma» n «bactmoH-2 — MUH».

Cuctema «bactnmoHn-2 — MUH» npegHasHayeHa ANA LEHTPaAM30BaHHOrO MOHWUTOPUHIA O6BEKTOB,
OCHawWweéHHbIX AlNK «bacTUOH-2».

q)YHKLI,MVI LEeHTPa/IM30BaHHOTO MOHUTOPUHIA BKNIKOYAKOT:

e oTob6paxkeHue Ha MLH B TekcToBOM BMAE COBbITUIM, GOPMUPYEMBIX B YAANEHHBIX dUAMaANaX;
e oTOb6parkeHWe Ha rpapuyeckoit cxeme MLUH NMKTOrpamm ycTpoicTB yaanéHHbIX 06beKTOoB;

®  OTC/IEKMBAHWE COCTOSHUA YCTPOMCTB YAANEHHbIX 06BEKTOB C OTOBparKeHMeM Ha NaaHax;

®  L|eHTPaIM30BaHHOE MPOTOKOMPOBaHME COBbLITUIA C BOSMOMKHOCTbIO MO/1y4aTb OTYETHI.

Cructema MoXKeT ObITb HacTpoeHa Takum obpasom, 4Tobbl cobbiTna B KypHane MUH 6bian cBA3aHbI €
COOTBETCTBYIOLLEN BUAEO3AMNMUCHIO.

CUcTeMOW TaKKe NpeaycMoTPeHa BO3MOXKHOCTb YNpaBaeHus yCcTpoicTBamm Ha KnueHTe MNUH ¢ cepsepa
MLUH.

Cuctema «bacTnoH-2 — Penaunkauma» npegHasHavyeHa ANA CUHXPOHM3ALMW CIUCKA NPOMYCKOB MeXAay
dunmanamm opraHusaumnm, ocHaweHHbIMKU AlNK «bacTMOH-2».

Moaynun «bactmoH-2 — MUH» n «bacTMoH-2 — Penaukauma» moryt Mcnonb3oBaTbCA COBMECTHO A/1A
obecneyeHna BsaumoaencTema GuUananos opraHnsaLmm.

5.2 UHTerpanusi C BHEIIHUMHU CHCTEeMaMH 00PAGOTKHU COOBITUM
ANK «BacTUOH-2» MOXKeT HbITb MHTErPUPOBAH C BHELUHUMU cucTeMammn 06paboTku cobbITUil C NOMOLLLbIO
cnesyowmx Moayne:

o «bactnoH-2 — OPC cepsep»;
e «bactnoH-2 —SNMP cepsep»;
e «bactnoH-2 — CC TMK».

[Opaiisepbl «bactMoH-2 — OPC cepBep» U «bactmoH-2 — SNMP cepsep» peanusyoT UAEHTUYHBIN
byHKUMOHanN:

e nosy4yeHue cnncka yctpoincts AMK «bacTnoH-2»;

e nony4yeHue cobbiTnit AMK «BacTMoH-2»;

® noJsiydyeHue cocTosHuI ycTpoiictB AlMNK «bacTUoH-2»;
e ynpaBneHue ycTporctBamu AlNK «bacTMoH-2».

Opaieep «bactnoH-2 — OPC cepBep» nogaepxunsaeT paboty no npotokonam OPC XML-DA n OPC DA.

[Opansep «bactmoH-2 — SNMP cepeep» nogaeprkmsaeT npotokonbl SMNP v1, v2 u v3.
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BHumaHue! lNpu ucnonb308aHUU HE3aWUWEHHbIX MPomoKonos obmeHa(SNMP v1, SNMP v2, OPC)
cnedyem ycmaHasausame 0ornossHUMmMesbHole cpedcmaa 3auumel cemedl.

Moaynb «bactnoH-2 — CC TMK» npegHasHayeH ana nogkntodeHuns AMK «bactmoH-2» K cucteme cbopa
pPe3yNbTaTOB TEXHUYECKOr0 MOHUTOPUHIA U KOHTPOAA OB6BEKTOB TPaHCMOPTHOM MHPpacTpyKTypbl (CC
TMK).

OcHoBHoOW dyHKUMe moayns asnaeTca opmuposaHune 1 nepegada coboitnin ot AMNK «bactnoH-2» K CC
TMK. B CC TMK nepegatotca cobbitma oT cnegytowmx noacuctem AMK «bactmoH-2»:

e Cucrtema BuaeoHabnoaeHus;

e CucTtema KOHTPOASA M yrnpaBaeHusa AOCTYNoM;
e  OxpaHHO-NMOXapHasA CUrHaN3aUnS;

e CucTema NoxapHoOW CUrHanu3auuu.

Mepeaaya cobbITUN OCYLWLECTBASETCA NO NOANMCKE, NapaMeTpbl KoTopoii onpeaensatotca B8 CC TMK.

JononHuTenbHo, ApaliBep NpPeaoCcTaBAseT BO3MOMHOCTb BPYYHYIO onpenenntb, Kakne cobbitma AMK
«BbactnoH-2» 6yayt nepeaasatbes B CC TMK B KayecTse MHUMAEHTOB.

5.3 I/IHTEI‘pauI/IH C CMCTeéMaMH y4yeTa ImepCoHaJia U MIPONyCKOB
[na vHTerpaumm ¢ BHEWHUMU CUCTEMAMM YYETA MEPCOHasa U MPOMYCKOB B COCTaB KOMM/IEKCA BXOAMUT
moaynb «bactmoH-2 — MKC» (MKC — uHTerpaymsa KagpoBbIX CUCTEM).

C nomoLLblo 3TOM CUCTEMbl MOXET OblTb peann3oBaHa WHTerpauus € CUCTEMaMM YNpPaBAeHMWA
npeanpuatuem (ERP) B yactm obmeHa gaHHbimmu CKY/ (nepcoHan, nponycka, npoxoAabl). «bactmoH-2 —
MKC» npepocTtasnaet APl ana uHTerpauum M He COAEPXKUT rOTOBbIX KOHOUIypauuii Ans Kakux-nnmbo
BHELUHMX CUCTEM.

Mogaynb «bacTnoH-2 — MKC» no3BonAeT MHTerpupoBaThb:

e Kagposble cuctembl (HRMS);
e ABTOMaTU3MpPOBaAHHbIE CUCTEMbI 3aKa3a nponyckos (AC3M);
e byxranTepckue cucTemsl.

Mogaynb pellaet ciegyloume 3agaqun:

e [epepaya B AMNK «BacTMOH-2» 3asBOK Ha MPOMYCKa M3 BHELHEN CUCTEMbI C BO3MOMXKHOCTbIO
yKasaHua npas goctyna ana CKY/ n Homepa KapTbl 40CTYN3;

o [lepepaya B AMNK «BacTMOH-2» M3 BHELWHEN CUCTEMbI 3afBOK Ha TPAHCMOPTHble MPOMycKa u
NponycKa Ha matepuasibHble LEeHHOCTH;

e AKTMBALMA MEPCOHa/bHbIX, TPAHCMNOPTHbIX U MaTepuasbHbix nponyckos B CKY/[ w3 BHelwHeW
CUCTEMDI;

e YnpaBs/ieHWe Nponyckamu n3 BHeLHen cuctembl (610KMPOBKaA, Pa3b/IOKMPOBKa, BO3BPAT);

e [lonyyeHne un3 AMNK «bacTMOH-2» BO BHELWHIOW cUCTEMY WHPOPMALMM O NEpPCoHax,
NMepcoHanbHbIX MPOMYyCKaX, TPaHCMOPTHbIX MPOMYCKa, MaTepuanbHbIX MNPOMYCKaX, TOYKax
npoxoza, NoApasaeneHnax, LOMKHOCTAX M O APYIMX CNPABOYHUKAX, A0CTYNHbIX B AMK «bacTnoH-
2»;
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o [onyyeHne mn3 AMNK «bacTMOH-2» BO BHELIHIOK CUCTEMY MHPOPMaLMW O MOCNegHEM MecTe
npeabABAEHUA NPONYCKa;

e [onyuyeHme u3 AMK «BacTMOH-2» BO BHELIHIO CUCTEMY CMKUCKA COBbITMA MO 3agaHHOMY
NpPOonycKy;

e [lonyyeHue wn3 AlNK «BbacTMOH-2» BO BHELIHIO CUCTEMY WUCXOAHbIX AAHHbIX ANA pacyeTa
OoTpaboTaHHOro BpemeHU (Napbl COOLITUI «KBXOA-BbIXOAY).

Cuctema noanepKmBaeT ogHOBPEMEHHYIO paboTy ¢ HecKobkumM AlMK «BacTMoH-2».

6 KomiuieKTanusa

CeteBoit Kawou 3awmntbl HASP noakntoyaetcs K USB-nopTy KOMNbloTepa, UCMOJHAIOLLErO PO/ib cepBepa
cuctembl. B Katoue [OMKHbI HAaXxoguTbCA KOAbl aKTMBAUMWM HA BCe MoAayau wHterpauumn, APM n
BCOMOraTe/ibHble NPOrpaMMHble MOAYNN, KOTOpPble UCMOAb3YIOTCA KOMMbIOTEpamu B COCTaBe
KOMMeKca.

Mpu 3TOM HE MMeeT 3HaYEHMA, Ha KaKUX KOMMNbloTepax byayT MCNO/1b30BaTbCA TE UAN UHble Moayaun. Mpu
onpeaeneHUM Ko/AMYecTBa MOJAYNEN YKasblBAeTCA KO/NMYECTBO OJHOBPEeMeHHO paboTtalowmx
3K3eMNIAPOB Ka*KAoro moay/sa B cucteme. B npouecce sKkcnayataumMm moZyam MOTYyT 3anycKaTbCA Ha
nobbix MK, Bxoaawmx B UCb Ha ocHose ANMK «BacTMoH-2».

basoBblit KomnaeKT AMK «BbacTUOH-2» B KaXaoW cUCTeMe YCTaHaBAMBAETCA BCEraa B e4MHCTBEHHOM
aKksemnaspe. McnonHeHWe 3TOro KOMMJeKTa BbiOMpPaAEeTCA Mo MaKCMManbHOMY YMCAY OAHOBPEMEHHO
aKTUBHbIX NepcoHanbHbIXx naeHTuduKatopos CKY/ (nponyckos), KoTopblie ByayT AOCTYMNHbI B CUCTEME.
Ecan npegnonaraetca wucnosnb3oBaHuMe AlNK 6e3 CKY/[, A[0CTaToOYHO NpMOBpPecT KOMMIEKT B
MWUHUMaNbHOM wucnosHeHun (0). [Ona paclmpeHus CUCTEMbl MO 4YUCAY MPOMYCKOB Heobxoammo
npuobpeteHne o6HOBNEHNA HA30BOrO KOMMJIEKTA.

Ba30BbIN KOMMJIEKT BKAtOYAET B cebs:

e Cepsep cuctemsl,

e APM onepatopa -1 wr,

e APM 6topo nponyckos (6e3 MTN) - 1 wr,

e APMYPBIpo -1 wr,

e APM Otyétpo -1 wr,

e napaieep «bactnoH-2 — Elsys» mcn. 16,

e napaiiBep «bactnoH-2 — VideoNova» Unlim.

Moaynb «bactuoH-2 — APM onepartopa» no3BOJIAET 3anyCTUTb rpaduUUecKMii NO/Ib30BaATENbCKUIA
nHTepdelic AMNK «bacTnoH-2» Ha ogHOmM KomnbloTepe (cepBepe cuctembl, ceteBom APM mnnm cepsepe
obopyaoBaHus).

Moaynb «APM onepaTtopa» MO3BOASAET ynpaBaaTb Bcemu npubopamm M cuctemamu, KoTopble
NoAKNIOYEHbl K cepBepam 060pyAoOBaHMA, a TaKKe BbINOJHATb MOHWUTOPWMHI TEKyLMX COBbITUIA U
yNpaBAaTb NapameTpaMu U HACcTPOMKaMmu nporpammHoi Yact UCh. [ina paboTbl cucTeMbl He06Xx04MMO
npuobpectn xota 6bl 1 moaynb «bacTMoH-2 — APM onepaTopa».
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Moaynb «bacTMoH-2 — APM 610po nponycKoB» MO3BO/ISIET 3aNyCTUTb OAMH 3K3EeMNAP NPOrPamMmMHOro
moayna «bropo nponyckos» Ha nto6om MK 6e3 noaaepku paboTbl ¢ MaTepuanbHbIMKU U TPAHCNOPTHLIMU
NponycKkamm.

Mopaynb «bacTuoH-2 — APM 61opo nponyckoB ¢ MTM» no3sosAeT 3anycTuTb OAMH  3K3emnaap
nporpammHoro mopayns «blopo nponyckoB» Ha nwbom MK c noagep:kkor maTtepuanbHbiX W
TPaHCMOpPTHbIX Nponyckos (MTI). B pamKax o4HOM cMcTeMbl MOTYT COBMECTHO MCMO/1b30BaTbCA Kak APM
c noaaepxKkon MTIM, Tak n 6e3 Heé.

Mopaynu «bactnon-2 — APM YPB lNMpo», «bactnoH-2 — APM Otyet Mpo» no3BOAAIOT 3anyCcTUTb Ha
ntobom MK no ogHoMy 3K3eMNAAPY FreHEPATOPOB COOTBETCTBYHOLLMX OTYETOB.

UcnonHeHue mopayneii UHTerpauum BbibMpaeTca MO  KOAMYECTBY MNOAKNOYAEMbIX K  CUCTeme
npnbopos/sBnaeokaHanos. Cnocob NoaKIOUEHUA YCTPOMNCTB MOXKET BbITb 110BbIM U3 NPeayCMOTPEHHbIX
npoussogutenem npuboposB: K OAHOMY MOPTY, K HECKO/NIbKMM MNopTam, K pasHbiM cepBepam
obopyaoBaHus, K cetn Ethernet, a Takyke KombMHaUMA 3TUX BapUaHTOB.

Mpu 3anycke moayns MHTErpauMu BbIMOJIHAETCS NPOBEPKa 4YMcna NpubopoB, paspelleHHbIX B Kjkouye
3aWWMTbl, U UX bAKTUYECKOro Kosindyectsa B cucteme. Mecto 1 cnocob noaknwouyeHua npubopos K MK
3HayeHusa He umeeT. Hanpumep, ecim HeEOb6X0AMMO NOAKIYUTL K cucTeme 120 npubopos C2000, To OHM
MOTyT ObITb MoAKAlOYeHbl Kak K ogHomy TMK, Tak u kK 10 MK no 12 wrtyk. Takoe noAkatouYeHUE
obecneunBaeTcsa HanuMem oaHoro moayna «bactnmon-2 — C2000 mcn.127».

MoHO NpUobpPecTN HECKONbKO PasHbIX UM OAMHAKOBbIX UCMOIHEHWIA OAHOTO M TOTO XKe Moayns. B aTom
C/lyyae uncno nogaeprkuBaemblx Npubopos cymmupyetcs. Hanpumep, gna nogaepkku 140 npmubopos
C2000 mokHO npnobpectn «bactmoH-2 — C2000» (Mcn.127) n «bactmoH-2 — C2000» (Mcn. 20).

Moaynn WHTerpauuMnm BUAEOCUMCTEM KOMMIEKTYIOTCA WMCNOMIHEHUAMM NO 8 KaHanoB. To ecTb, ec/u
HeobxogmMmo obecneuntb paboty 20 BMAEOKAHaNoB, cieayet npuobpectn 3 moayns, paboTatowmx ¢
BOCEMbIO KaHanamu. [1n1a HEKOTOPbIX MOAYe MHTErpaL MM BUAEOCUCTEM CYLLLECTBYIOT AONOHUTE/bHbIE
mMoAynu pacwmpeHua GyHKLMUOHANBbHOCTU. DTM Moaynn A06aBAsOT BO3MOMKHOCTM NO/y4YaTh cOBbITUSA
aHaIUTUYECKUX [OETEKTOPOB Kamep W npuobpetaloTcs AOMOJHUTENbHO K OCHOBHOMY MOAY/IO
nHTerpaumu. NprobpeteHne moayna pacwmpeHna GyHKLMOHANbHOCTU BOSMOMKHO TO/IbKO B AOMOJHEHUE
K COOTBETCTBYIOLLEMY MOAYO UHTErpauumn. Moaynm paclumpeHus GpyHKLMOHANbHOCTU MOCTaBAAOTCA
nokaHasbHo (Mo 1 kaHany).

Moaynb uHTerpauumn «bactmoH-2 — VideoNova» cpasy BKOYaeT B cebs BO3MOMKHOCTM pPaboTbl C
CUCTEMOI pacrno3HaBaHMA HOMEePOB TPaHCNOPTHbIX cpeacTs «VideoNova-Homep». Mogynb «bacTMoH-2 —
VideoNova» Takke obecneumBaeT paboTy 1 C aHANUTUYECKMMUN AETEKTOPAMM Kamep.

Mopaynu nHterpaunm 6MoMeTpUYECKMX CHUUTbIBATENIE MOTYT MCNO/Ib30BaTb COBMECTHO C Nitoboit CKY/.
[Ons BHeceHMs OGMOMETPUYECKUX CUTHATyp TpebyeTca Hanuume mopyna «bactmoH-2 — APM Bropo
MPOMYCKOB».

Mopaynu wHTerpauuMm KomnaekcoB 6uMomeTpuuyeckoil MAeHTUPUKALMM NOo M306parKeHuAM nuy,
(«BacTnoH-2 — Busmpb», «bactmoH-2 — BUAC») TpebytoT Hanuuma KoHTpoanepos ELSYS-MB (Light, Std,
Pro, Pro4), noakntoueHHbIx yepe3s ELSYS-MB-Net gns ynpaBneHus 3anvparoliMmMn yCTPOMCTBAMM, U
moayna «bactmoH-2 — Elsys» gns HacCTPOMKM M NPOBEPKU NOSHOMOYMIA Nosib3oBaTeneit CKY/.
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Te e TpeboBaHWA ANA yNpPaBAEHUA 3aMNMPAIOWMMKU YCTPOMCTBAMU MPEABABAAIOTCA U MOAyAEM
«BbactnoH-2 — Elsys Mobile».

Ons paboTbl BComoraTesibHbIX MporpaMmmHbiXx mogynen «bactmoH-2 — Macnopt», «bacTMoH-2 —
Peryna», «bacTMoH-2 — Ayaut» TpebyeTca KU aKTMBAUMM HA KaxKAblA 3anyCKaembl 3K3emnaap
Mmoayna. Hanpumep, ecam B cucteme HeobX0AMMO Pacno3HaBaTb NacropTHbIE AaHHbIE HA Tpex paboumx
MecTax (ntobbix), TO B KNOY HEOBXOAMMO 3anucaTb KAKOYM aKTUBALMU A5 3-X IK3EMNAAPOB MOAYANSA
«bacTnoH-2 — Macnopt». Moaynb «bactnoH-2 — MacnopT» NOCTaBAAeTCA C AOMONAHUTENIbHbIM KAHOYOM
3awWwmThl Ana pabotbl Cognitive Scanify SDK.

ﬂ,ﬂﬂ pa6OTbI BCeX OCTa/JibHbIX BCMOMOraTe/ibHbIX NpPOrpaMmmMHbIX MOAyﬂeVI CncTtembl A4OCTAaTO4YHO OAHOTO
IK3emMnsiapa moayaAa Ha BCHO CUCTEMY.

Mogynn «bactmoH-2 — UKC» 1 «bactMoH-2 — baokxoct AC3M» moryT pabotaTb OAHOBPEMEHHO C
HecKkonbknmm AMK «BbacTMoH-2». MpK 3ToM MOryT MCNO/Ab30BaTbLCA NApPasIesIbHO CUCTEMbI HA Pa3HbIX b,
(PostgreSQL wnnm Oracle). Ons Kaxaoh M3 cuctem, OBCNYKMBAEMbIX 3TUM MoAy/ieM, Heobxoaumo
npuobpeTaTb OTAENbHbLIN K104 aKTUBaUuK. Hanpumep, ecin 3 o6beKTa ¢ yctaHoBaeHHbIM AlMK «bacTroh-
2» HeobxoAMMO MHTErpupoBaTh C eAnHON cuctemon «bnokxoct AC3M», To HeobxoaMmo npuobpecty
3 3K3emnnfApa KA4a akTMBaUMM Ha mMoAaynb «BbacTMoH-2 — baokxocT AC3M» — No oAHOMY Ha KaKAbli
WMHTErpMpyemblin 06beKT.

Moaynu «bactnoH-2 — Web 3asBka», «bactmoH-2 — UKC» n «bactmoH-2 — bnokxoct AC3M», B cBA3U C
0CODEHHOCTAMM UX apXMUTEKTYPbI, AONONHUTENBHO MCMO/Ib3YIOT NPOLEAYypY akTMBaLMU C MPUBA3KON K
annapaTHOM KOHPUIrypaunmn KomnbloTepa. AKTUBALMA BbINOJIHAETCA B MOMEHT YCTAHOBKM CUCTEMDbI, NPU
Ha/MuYKUKM B KNtoue 3almTbl HASP COOTBETCTBYIOLMX NO3MLUMA. [lnA aKTUBaLMM HeobxoaMmo obpaTnTbea B
CNYXKOY TeXHUYECKOM noaaep»kKu. MNpu nepeHoce 3TUX MoAy/IeM Ha APYro KomnbioTep HeobxoaMmo
NpPOBECTM NOBTOPHYIO aKTUBALMIO.

Mopaynb «bactnoH-2 - MUH» obecneumsaer paboTy nopcuctembl nepegadnm cobbituii mexkay UCb
aBTOHOMHbIX OOBEKTOB, KaXKAbli1 M3 KOTOPbIX MMEET CBOM cepBep Hasbl AaHHbIX. Koy akTMBaLuMmM 3TOro
Moayna poneH 6biTb 3anMcaH TONbKO B K/AOY O6beKTa, Ha KOTOPOM pPacno/ioXKeH MnocT
LeHTpasIn30BaHHOro HabnogeHua. KonmvyectBo moayneit - 1 aK3emMnaAap Ha KaxKAbll aBTOHOMHbI
06BbEeKT co cBoelt B, nogkntoyaemblt K gaHHomy MLH.

Mopaynb «bacTMoH-2 — Pennukauua» obecneymnBaert paboTy NoaCcUCTEMbI PennKauum (CUHXPOHU3aLMK
OaHHbIX) NPONYCKOB NO/b30BaTeNeN MeX Ay aBTOHOMHbIMWM 06BbEKTaMM, UMEIOLLMMM COBCTBEHHbIE 6a3bl
AaHHbIX nonb3osaTtenen. [nAa Kaxaoro obbeKTa, y4acCTBYIOWEro B penuKaluMu, B €ro K4 3almTbl
3anucbiBaetca 1 sksemnaap moayna. Moaynu pennukauum gna pasHbix CYB[, (Oracle u PostgreSQL) —
pasHble U HEe MOryT UCMNOJIb30BaTbCA COBMECTHO. CMHXPOHM3aUMA NPOMYCKOB Mexay obbekTamu ¢
pasHbimn CYB/[, HeBO3MOXKHa.

Moaynb «bactmoH-2 — CC TMK» npeaHasHauveH ansa nepeaadn cobbitnii ns AMK «bactMoH-2» B cuctemy
cbopa pe3ynbTaTOB TEXHMYECKOr0O MOHWUTOPUHIA WU  KOHTPOAA O6BEKTOB TPAHCMNOPTHOM
uHdpacTpyKTypbl (CC TMK). Moaynb nocrtaBnsetrca B cocTaBe [1AK-0B, cepTUOULMPOBAHHbLIX Ha
cooTBeTcTBUE TpeboBaHMAM nocTaHoBAeHMA MpasuTenbcTsa PP Ne969 «06 yTBepRaeHUN TpeboBaHUM K
(YHKUMOHANbHbIM CBOMCTBAM TeXHMYECKMX cpencTB obecnevyeHUs TpaHCMOpPTHOW 6e3omacHocTn wu
MpaBun 06s3aTeNbHOM  cepTUOUKALMM  TEXHWUYECKUX  CpeactB  obecneyeHWa  TPAHCMNOPTHOM
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6e3onacHocTM». Moagynb obecneunsaet BbinonHeHne B AlK «BacTnoH-2» TpeboBaHWIA yKa3zaHHOro
NMOCTAHOBNEHUA K cucTtemam cbopa n 06paboTtkm nHdopmauum.

MonHbl nepeveHb moaynei AMK «bacTMOH-2» AOCTYMNHbLIX 414 3aKasa NpeAacTas/ieH B Mpaic-aucTe,
pa3melléHHOM Ha opuumanbHom cante MK «TeuHIMpo» - http://www.twinpro.ru/prices.

Bonee noapo6HO MHPOPMaLUIO O KOMNIEKTALMMN CUCTEMBI CM. B IOKYMeHTe «Mocobue no Komnaekrauuu
AMK «bacTnoH-2».

7 Tiaoccapuim

TepmuH Onpepenexune
AMNK AnnapaTHO-NPOrpamMmHbIii KOMMNAEKC
APM ABTOMATU3MpPOBAHHOE pabouee MecTo. APM-blI ABNAOTCA

KOMMOHEHTaMUn CUCTEMbI.

AC3I ABTOMATM3MpPOBAHHAA CUCTEMA 3aKa3a NPONYCKOB
B/ ba3a gaHHbIX
[Opaiisep KomnoHeHT cuctembl, obecneunBalowmii B3auMmoaencTene cepsepa

obopyaoBaHMA C OAHOW KOHKPETHOM BHellHel cucTtemoi. Lpyroe
Ha3BaHWe — MOAY/1b UHTErpaLuun.

UKC NHTerpauua Kaaposbix cucTem

nc NHopmaumoHHan cuctema

NCb NHTerpmMpoBaHHasa cuctema 6e3onacHoCcTH

Mogaynb nHTerpaymm KomnoHeHT cucTembl, obecneunsatowmii B3aMmoaencTeme cepsepa

obopyaoBaHMA C OLHOW KOHKPETHOM BHelHel cuctemoi. [pyroe
Ha3BaHWe — apalisep.

MTN MaTepuanbHble 1 TPaHCNOPTHbIE NPOMNYyCKa

onc OxpaHHO-NOXKapHaa CMrHanmsauma

ocC OnepaunoHHasa cuctema

NAK MporpammHo-annapaTHbIi KOMMNIEKC

nag lNepcoHanbHble JaHHble

nviB MporpammHo-maTeMaTU4ecKoe BO34encTBue

nuH MocT LueHTPaNM30BaHHOIo HabaoAeHUA

Pennunkauma CUHXPOHM3aUMA AaHHbIX HA OCHOBE 3aiaHHbIX NPaBun

CepBep ob6opynoBaHUA KoMMnoHeHT cuctembl, obecneynBaroLLnii 3anyck n paboty moaynen

WHTerpaummu (gpansepos).
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CepBep cuctemsl KomnoHeHT cuctembl, obecneuvBalownMii  B3aumogencTsme Bcex
NoACUCTEM M BbINOHAIOLWMNI 6a30Bble, 0bLme GyHKUMN CUCTEMDBI.
CKy[, Cuctema KOHTPOAA M yNpaBAeHMA 4OCTYNOM
COO Cuctema OXpaHHOTO OCBeLLLeHUA
con Cnctema oxpaHbl nepumeTpa
COoT Cnctema oxpaHHaA TeneBU3NOHHaA
CCTMK Cuctema cbopa pe3ynbTaToB TEXHUYECKOTO MOHUTOPUHIA U KOHTPO/IA
ccoum Cuctema cbopa 1 06paboTkn MHbopmaumnn
CYB/A Cuctema ynpaBneHua 6azamu gaHHbIX
YPB YuéT paboyero BpemeHu Ha ocHoBe AaHHbIx CKY/
OPC OLE for Process Control
OPC-DA MpoTokon Data Access ctaHgapTa OLE for Process Control
SNMP Simple Network Management Protocol
XML Extensible Markup Language
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